FroMm YELLOW TO ORANGE: USING CoSsT-BENEFIT
ANALYSIS TO INFORM LocAL HOMELAND SECURITY
DEcCISION-MAKING

By Charlotte Kirschner

Abstract: After the September 11, 2001 terrorist attacks, officials at all levels of government were
Jaced with difficult policy decisions concerning public security. Many policymakers were asked to
make security decisions based on limited information about the nature or credibility of potential
threats. Using San Francisco as a case study, this article applies the technique of cost-henefit analysis
to a hypothetical decision by that city to raise ity threat level — in Homeland Security terms, to go
Srom “yellow to orange.” The article demonstrates how a policymaker might conduct a cost-benefit
analysis when the benefits and costs of a decision are contingent on the unknown probability of an
event occurring. This analysis highlights the importance of information-sharing between levels of
government and demonstrates the affect of a policy decision on the probability of terrorist attack.
The lessons learned provide important insights for the many government officials currently facing

risk-dependent policy decisions.

In the weeks following September 11, 2001,
federal government officials began developing
strategies to prevent future terrorist attacks in American
cities. Policymakers quickly realized that effective
prevention would rest largely on the federal
government’s ability to communicate recommendations
to heighten vigilance to local decision-makers. The
United States (U.S.) government responded by creating
the Homeland Security Advisory System (HSAS),
which enables federal officials to raise or lower the
national threat level as new intelligence becomes
available, However, while raising the national threat
level inidates a series of security responses throughout
the federal bureaucracy, there are no guidelines for city
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and state governments to follow: Instead, responses
are left to the discredon of local decision-makers, who
ate provided with limited information regarding the
“real risk” faced by their cities.

Given the public sensitivity toward security
concerns and the potential loss of life associated with
the risk of a terrorist attack, local government officials
often find themselves in the difficult position of trying
to make important decisions about safety wich
inadequate information. Although local government
officials are typically willing to spend resources on
added precautions, spending is difficult to justify when
threats turn out to be minimal or even false. As former
Secretary of Homeland Security Tom Ridge has noted,
alocal government officials decision to raise the threat
level can be controversial. In an Associared Press article
by Lara J. Jordan on May 10, 2005, Ridge stated
“Irjaising the terror alert level generally costs state and
local emergency responders millions of dollars in
overtime salaries, causes widespread travel delays and
takes a hit on the public’s psyche.”

Using San Francisco as a case study, this article
applies the technique of cost-benefit analysis to a
hypothetical decision by that city to raise its threat level
— in Homeland Security terms, to go from “yellow
to orange.” The results of this analysis provide
important insights for local government officials who
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are asked to make public welfare decisions during
highly uncertain times. The article shows how a
policymaker might conduct a cost-benefit analysis
when the benefits and costs are contingent on the
unknown probability of an event occurring. While this
analysis demonstrates specifically how a local official’s
decision to go from “yellow to orange” can impact
the likelihood of a terrorist attack on a city, the
technique can be applied to a wide array of policy
contexts in which officials ate faced with difficult
disaster mitigation decisions.

HisTory AND PURPOSE OF THE
HOMELAND SECURITY ADVISORY

SYSTEM

Immediately after the September 11" attacks, the
federal government issued a series of broad warnings
recommending that both citizens and local
governments maintain a state of high vigilance
regarding security threats. Critics believed these general
warnings confused local authorities and alarmed the
public (Sostek 2003). In response, on March 11, 2002,
President George W. Bush issued Homeland Security
Presidential Directive 3 (HSPD-3), which established
the Homeland Security Advisory System (HSAS).
According to HSPD-3, the purpose of the advisory
system is “to provide a comprehensive and effective
means to disseminate information regarding the risk
of tetrotist acts to Federal, State, and local authotities
and to the American people” (US. President 2002,
394). The system can either be used to alert the entire
nation ot, when the intelligence permits, to highlight
threats against specific states, cities, or industries.

Modeled after the Department of Defense’s
Threatcon system, the HSAS has five levels, each of
which describes a different threat condition and
provides a list of recommended protective measures
that should be implemented at each alert level (see
Appendix, Table A-1). With the exception of military
facilities, all federal agencies are required to disband
any preexisting threat advisory systems utilized by the
agency and to comply with the directives in HSPD-3,
along with the subsequent variations in alert levels.
Although state and local governments and private
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industry ate not required by law to comply with the
HSAS, the Department of Homeland Security (DHS)
recommends that they do so.!

When determining the threat level, federal officials
consider the available intelligence information while
concenttating on the following criteria: the credibility
of the information; the level of corroboration; the
specificity and urgency of the threat; and the gravity
of the potential consequences of the threat (Reese
2005). When the HSAS was initiated, the national threat
level was determined to be at yellow, or elevated, alert.
Since its inception, the level has never been lower than
yellow, but it has been raised to orange, or high alert,
seven times.”* The first five times the alert was raised to
orange were general alerts for the entire nation and
wete relatively short in duration. The sixth tme the
systemn was activated the nation stayed at yellow while
financial sectors in New York City, areas of northern
New Jersey, and Washington, D.C. were raised to
orange. This alert lasted mote than four times longer
than the average length of the earlier alerts. The system
was activated again on July 7, 2005 for a period of 36
days after the bombings of the London Underground.
DHS raised the alert level to orange only for mass
transit systems and the alert was lowered once mass
transit had an opportunity to put long-term secutity
measures in place.” While DHS has not created a
regional alert system to notify emergency responders
about specific threats, as recommended by the Gilmore .
Commission, these tecent cases indicate a trend of
limiting the scope of the HSAS alerts to situations
where intelligence can direct the alert to specific
jurisdictions or industties.

REACTIONS TO RAISING THE

TERROR ALERT

As there are no specific requirements for state and
local governments to fulfill when the national alett level
is raised, developing and enacting a local response is
left to the discretion of individual jutisdictions. Under
the assumption that the alert level is raised for valid
reasons, most states and local jurisdictions will decide
to raise their alert levels as well. Raising the alert level
generally means that cities will increase security at
strategic targets while attempting to limit the burden
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placed on the public, Typical measures that cities and
states take include activating surveillance cameras,
increasing port security patrols, placing first responders
on alert, increasing patrols by mass transit law
enforcement officers and increasing surveillance of
sensitive locations, such as courthouses, bridges, and
shopping centers (Reese 2005). All of these measures
impose significant costs on state and local governments.

Some government officials are willing to bear the
costs of the added security that accompany raising the
alertlevel. Dennis Beyer, chair of the technical advisoty
group for Tulsa, Oklahoma’s homeland secutity task
force reported, “ta]s a local government, we cannot
afford not to prepare for the low-probability, high-
consequence events . . . There are too many lives at
stake” (Sostek 2003, 22). However, because of these
costs, other cities choose not to participate in the orange
alerts unless they are provided with specific threat
information. When the Federal government raised the
alert in February 2003, the Governor of Hawaii chose
to maintain a blue or “guarded” level. The Governor
of Arizona announced that he would consider a similar
policy for his state and base a decision to raise the
threat level on whether or not there is a specific threat
to Arizona (Gilmore 2003). For four of the five
national alerts, city officials in Chatlotte, North Catolina
opted to remain at what they describe as “dark yellow;”
believing that a temporary security increase would not
provide a significant improvement in secutity and might
waste city resources, Instead, they focused on improving
general preparedness by creating programs to increase
communications among first responders (Sostek 2003).
Other cities have scaled back their response to a
national threat level change. In Washington, D.C., for
example, police officers worked their regular eight-
hour shifts throughout one orange alert rather than the
twelve-hour shifts they had worked duting previous
alerts (Sostek 2003).

One issue that complicates the decision to raise
the local security threat level is that city and state officials
struggle to determine the “real risk™ to their
populations when the national threat level is raised
without receiving specific information about the nature
or credibility of the threat. According to a
Government Accountability Office (GAQ) repott
completed after the first three times the alert level was
raised, officials from state and local government

agencies indicated that more specific information from
DDHS regarding the nature of the threat would have
been helpful in determining the additional actions they
should take at the local level (GAO 2004). Without
specific information from DHS regarding the nature
of the threat, assessing the risk to any particular city is
complicated by the fact that every city has critical
infrastructure to protect (such as a water supply and
government offices). As a result, elected officials are
often willing to spend local resources on added
precautions for smaller cities with relatively low risk
of attack. Some city officials believe conveying an
image of preparedness and secutity will further lower
their risk of attack as poteatial terrozists opt for easier
targets. Therefore, small cities often spend scatce local
resources on protective measures when the alert is
raised in an effort to deter attacks from occurring in
their city, even if it is not considered a cost-effective
decision (Sostek 2003).

SAN FranNcisco AT Risk

According to a RAND Corporation model
developed in 2003, San Francisco is among the top six
American cities that could be likely targets for the next
terrotist attack. The model calculates terrorism risk by
examining the potential value of property damage to
a city, the target’s symbolic value to the US,, how easy
the target is to attack, and how likely itis to be destroyed
ifitis attacked. If the model is accurate, San Francisco
is the third most likely target, only preceded by New
York and Chicago, with Washington, D.C,, Seattle, and
Los Angeles completing the list. RAND notes that the
model ranks economic damage higher than the iconic
value of landmarks, which explains why Washington,
D.C. ranks fourth. After the top six cities, there is no
significant difference in the relative risk posed to other
American cities (UCLA International Institute 2003).

The DHS believes San Francisco exhibits both
asset-based and geographically-based risk (DHS 2005).
Asset-based risk focuses on the assets within a
jurisdiction that might be susceptible to a terrorist attack.
For example, nuclear power plants, theme parks, mass
transit systems, and national monuments and icons ate
some of the assets that increase a jurisdiction’s risk of

terrorist attack, Geographically-based risk ascribes risk
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to jurisdictions based on unique characteristics that ate
not attributable to a specific asset. For example,
jutisdictions with military bases or high population
density are examples of places with high

geographically-based risk.

CosT-BENEFIT ANALYSIS: AN

APPROPRIATE ToOOL

As city and state officials struggle with the decision
to raise local secutity alert levels following a notification
of potential threat from DHS, they are implicitly
weighihg the benefits of preventing a potential attack
against the costs of raising the alest level, With fixed
financial resources, officials are striving for an efficlent
allocation of funds, making cost-benefit analysis (CBA)
an appropriate tool for aiding this policy decision. In
Risk and Reason, Cass Sunstein suggests that cost-benefit
analysis is

“a simple pragmatic tool, designed to promote a better

appreciation of the consequences of regulation. A

government that wses cost-benefit analysis is certainly

entitled to consider who is helped and who is
burt...Properdy understood, cosi-benefit analysis is no
theology. It is instead an effort to assist both
government and citigens, in bope of ensuring that

risk regulation will actually promote its purposes.”

- (Sunstein 2002, 5)

As a tool to 2id decision-makers, cost-benefit
analysis considers how the policy being analyzed affects
economic welfate. While economic welfare is not the
only criterion that should be taken into account when
making policy decisions, it is important for the efficient
use of scatce resources. Additional methods could be
used in conjunction with CBA to evaluate other criteria
of societal values such as the potential effect of policy
decisions on civil liberties or perceptions of personal
safety.

Although critics of CBA remain, Sunstein reports
that the US. government is reaching the end of the
initial debate on whether or not to use CBA to make
regulatory decisions. He reports that an informal
bipartisan agreement has been reached in favor of using
cost-benefit analysis. The consensus tecognizes that
governments should: 1) assess the magnitude of any
problem that it is trying to solve; 2) analyze tradeoffs
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by exploring the costs of regulation; and 3) use
inexpensive and effective tools to conduct this analysis
(Sunstein 2002). While Sunstein recognizes that the first
two tasks should be done in quantitative terms
whenever possible, he determines that a cost-benefit
analysis “entails a full accounting of the consequences
of risk reduction, in both quantitative and qualitative
terms” (Sunstein 2002, 106). With the additional
information from CBA, government officials can
make more informed decisions.

A cost-benefit analysis requires several steps. First,
the analyst must determine the alternatives — in this
case, to raise the local HSAS alert level from yellow to
orange or to remain at yellow Next, policymakers
must determine which parties have standing, or whose
benefits and costs they will consider in the analysis.
This study considers the impact on city governments
and taxpayers in San Francisco and Oakland, as well
s on those individuals who live in, wotk in, or travel
between these cities. The purpose in choosing this
population is to include anyone who may become a
victim of a terrorist attack on San Francisco or
Oakland. This analysis assumes that taxpayers in San
Francisco and Oakland would be willing to pay to
prevent a terrorist attack on all people, not simply tax-
paying citizens.*

Thitd, the analyst must determine the costs and
benefits of each policy alternative, Impacts of the policy
must be catalogued, quantified whenever possible, and
assigned a monetary value over the life of the project.
Impacts that cannot be quantified and/or monetized
should be discussed in qualitative terms so decision-
makers are aware of the additional cost or benefits
even if a specific dollar value cannot be attached to
the impact.

Fourth, benefits and costs that will occur in the
future need to be discounted to obtain present values
of the impacts. Given the relatively short period of
time that the national alert level has gone to orange, no
impacts will occur in the distant future and discounting
is not necessaty. However, the uncertainty of a terrorist
attack occurring during an orange alert requires the
completion of an expected value analysis before
determining the net present value.” The net present
value (NPV) of each alternative can then be determined
by subtracting the costs from the benefits.

Some uncertainty always exists in the process of
quantifying and monetizing the impacts of the policy
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alternatives. In this analysis, there is uncertainty in the
probability of a terrorist attack as well as some
uncertainty in the estimates used to measure the impacts
of raising the terror alert level to orange. To account
for the considerable amount of uncertainty in a CBA,
the analyst should perform a sensitivity analysis to
examine the effects of varying the values of different
impacts on the NPV, According to Boardman et al.,
sensitivity analysis is “a way of investigating the
robustness of net benefit estimates to different
resolutions to uncertainty” (Boardman et al. 2001, 156).
Finally, the policymaker makes a recommendation
based on the NPV and the sensitivity analysis. The
general rule is to recommend the policy altetnative with
the highest NPV, For this analysis, the policymaker
should raise the alert level if the NPV is positive.

IDENTIFICATION AND MEASUREMENT

oF Costs AND BENEFITS

While many costs and benefits of raising the terror
alert level from yellow to orange are identifiable, not
all impacts are measurable. Table 1 provides a summary
of the impacts of raising the alert level and notes which
costs and benefits will be measured in this analysis.
Assuming the national HSAS level has been raised to
orange, the costs and benefits of raising the terror alert
level from yellow/elevated to orange/high for the city

of San Francisco will be compared to the
counterfactual policy of leaving the alertlevel at yellow:

Measured Costs

Increased city security presence

When the national HSAS levelis raised from yellow
to orange, city governments that decide to raise their
own alert levels typically do so by increasing the city’s
security presence. For example, to ensure adequate
coverage some cities initiate a twelve-hour workday
for police officers and other security personnel, rather
than eight-hour shifts. This security upgrade generally
requires significant spending for overtime pay.
According to a recent study, during the May 20 through
May 30, 2003 orange alert petriod, the San Francisco
Police Depattment reportedly double-checked critical
locations during each shift and closely monitored public
events with large crowds (Reese 2005). Another
CNN. com article by Ensor et al. on May 22, 2003 noted
that portions of the Golden Gate Bridge and
surrounding bike trails were closed as a result of an
alert level change, with additional secutity dispatched
to patrol the entrances.

Since government officials seldom reveal all
specific measures taken when the alert level is raised,
determining the precise costs associated with these
measures is difficult, Therefore, an estimate of these
costs was obtained from a 2003 US, Confetence of
Mayors survey on the subject. The US. Conference of

Table 1: Measured Costs and Benefits

Costs

Benefits

Increased City Secutity Presence -
Police Presence Increased
Screening of People and Vehicles

Measured Increased Wait Times At Airports

Costs Avoided by Preventing Attack
Lives Saved
Injuries Prevented
Property Destruction Avoided
Emetgency Response Costs Saved
Tax Revenues Lost
Emotional Stress Avoided
Reduction in Crime

Increased Wait Times on Highways
Not

Measured |Decreased Tourism

Crisis Fatigue

Increased Security for Private Industry

Capturing Tetrorists
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Mayors survey of nearly 150 cities described the costs
related to the high threat alert. The survey reveals that
during a state of heightened alert, cirdes nadonwide
are collectvely spending nearly $70 million per week
in additional homeland security costs.” San Francisco
reported spending $2.6 million per week. These costs
are in additon to the existing homeland security
expenditures thar cities were already spending to
maintain general security measures (LLS, Conference
of Mayors 2003).

The survev’s respondeats were asked to teport
only direct costs of ratsing the alert and not to report
indirect costs such as the effects of reassigning police
officers from their usual responsibilities to guarding a
public building, The reported costs also do not include
the costs of equipment and training that the ciry first
responders need to ensure that they are prepared to
react in a time of crisis (US. Conference of Mayors
2003), Theretore, the cost figures might underestimarte
the total cost because they exclude the indirect costs
botne by societv. However, these costs might also be
overestimated because they include extra security
measures due to the war in Iraq. Although the figures
are not exact, for the purpose of this analysis, San
Francisco’s estimate of $2.6 million per week will be
used as a close estimate of the costs of raising the
threat alert level to orange.

The US. Conference of Mayors report did not
include information on Oakland’s costs during an
orange alert, Therefore, to determine the increased
secutity costs of raising the alert in Oakland, the San
Francisco cost figure was scaled down proportionally
based on the ratio of the two cities” police departments.
According to the Bureau of Justice Statistics for 1999,
Oakland had approximately one-third the number of
full-ime swoen officers as San Francisco (Bureau of

Justice Sratstics 2003). Oakland’s cost of raising the

alert level to orange for a period of one week was
therefore determined to be $760.000.

Of the seven times the HSAS was raised 10
orange, the median number of days the threat lasted
was 20 days (see Appendix, Table A-2 for the number
of days vach orange alert lasted). Table A-3 (see
Appendix) shows the calculations necessary to
transform these reported weekly costs to a cost of
the average orange alert for the two cities, the resulbe
of which iz $9.6 million per instance of raising the
alert (in 2003 dollars).
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Increased wait times at airports

When the national terror alertis raised from vellow
1o orange, new security checkpoints emerge at national
landmarks, entrances of private businesses, and airports,
When the HSAS was raised to orange in December
2003, airport officials advised the public to plan to
spend an additional half an hour to an hour at the
airport because of added sccurity procedures.
Passengers were told o expect delays both at security
checkpoints inside airports and due to random vehicle
searches outside teerminals (Aviation Week 2003). Not
all passengers will experience an additional half an hour
defay at the airport because of the increased security
measures. However, whether it proves necessary or
not, passengers arriving a half an hour earlier for their
tights to accommodate increased security measures
still spend that time waiting at the airport,

According to the Airports Council International
(ACI), San Francisco International Airport (SFO)
served over 32 million passengers in 2004 (ACI 2005).
This figute was divided by two to determine the
number of passengers departing from SFO, as they
are the most likely to be affected by additional security
problems. This figure might overestimate the number
of passengers affected by security because the total
passenger figure also includes passengers with a layover
at SFO; however, the sensitivity analysis that follows
will provide an opportunity to addtess this possible
overestimation, Data were not available to differentiate
between business travelers and individuals traveling for
pleasure, so the US. Department of Transportation
(DOT) average hourly value of travel time savings for
all air travel purposes was used to calculate the
additional social costs (DOT 2003). Table A-4 (sce
Appendix) details the calculations used to arrive at the
additional $13.5 million of costs for the average orange
alert.”

Measured Benefits

Costs avoided by preventing a terrorist attack
Even when the intelligence is detailed enough to
warn a specific city, loeal officials will not likely know
for what type of attack to prepare. Although the 9/11
attack was execured with “convenrional” high
explosives, the next attack could be biological, chemical,
or nuclear, For this case study, an assumption was made
that the next attack will be of similar magnitude to the



From Yellow to Orange: Using Cost-Benefit Analysis to Inform Local Homeland Security Decision-Making

“September 11" attacks in New Yotk City, the effects
of which will be scaled down proportionally for San
Francisco and Oakland.

GAO reviewed eight studies from seven different
organizations on the economic impact of the
September 11* attacks on New York City. It
determined that the study conducted by the New York
City Partnership and Chamber of Commerce provided
the most comprehensive estimate of the economic
impacts (GAO 2002).% The New York City Partnership
estimated that the economic impact of the attack was
likely to reach a total of $83 billion (2001). The direct
and indirect costs included in this estimate are shown
in Table 2.

The New York City Partnership and Chamber of
Commerce reviewed their initial analysis in the months
after the attacks as some costs became more evident.
They determined that two factors might have
contributed to an overestimation of total costs, First,
the clean up of ground zero was occurring at faster
rates and lower costs than anticipated. Second, the
original report overestimated loss of life by over 2,000

incorrect death projections. F.conomists use several
different methods to approximate the value of a human
life, but the following two are most common. The first
method uses current wage rates to discount potential
future earnings and determine the value of lost
productivity. This method results in using a different
value per life for high wage earners (typically men in
the prime of age) and low wage earners (often women,
children, and minorities). The second method uses a
tisk compensation approach to determine the amount
people are 'willing to pay to reduce the risk of death.
This method uses the same value of life for all people,
which typically results in a higher total cost for the loss
of life. The Partnership valued human life based on

lost productivity, rather than the value of a statistical *

life.” Thetefore, the $83 billion figure was used in this
analysis because GAO coasidered it the most
comprehensive estimate, even with the overestimates

for clean up costs and number of lives lost. The New

York Partnership value also lies within the range of
estimates from the other studies (GAO 2002).
In order to estimate the economic impact of an

lives. attack on San Francisco, it was necessary to scale down
Table 2: Direct and Indirect Costs Measured in Estimate of 9/11 Impact
Direct Costs Indirect Costs
Human lives Lost Employee Income and Business Profits
Property loss * Days businesses closed ot services cut back
* Buildings because of office infrastructure damage or

* Technology and Fixtures

* Subway Stations

* Phone and Power Utilities
Response to the Emergency

* Emergency Management (including loss of

equipment)

* Debris Removal

* Building Stabilization
Health Effects, Injuries, and Emotional Distress
Tempotary Living Assistance

destruction

* Other firms that depend on those that are closed or
cut back

Reduced Tax Revenues
Delays for Travelers and Commutets

Source: New York City Partnership and Chamber of Commerce (2001).

The methodology used to determine the value of
lost lives may have countered some of the cost
overestimation caused by the quicker clean-up and

the calculated impact of the September 11* attacks by
accounting for the population difference between New
Yosk City and San Francisco and Oakland. To
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find a per capita cost of the New York City attacks,
the economic impact was divided by the 2001
population of New York City. A total of the population
for New York’s five boroughs was used since the entire
area was affected by the attacks. This per capita cost
of September 11" was then multiplied by the combined
2004 population of San Francisco and Oakland to
obtain the estimated value of benefits, which totals
over $12.2 billion, from preventing a similar attack in
San Francisco or Oakland. Table A-5 (see Appendix)
shows these calculations.

Reduction in ctime

The changes in terror alert levels result in more
police officers on the street to portray a visible security
presence. This increase in security might not only deter
potential terrorists, it also deters other types of
criminals, A 2005 study found a 15 percent reduction
in street crimes, mostly auto-theft and burglary, during
high-alert days in the District of Columbia (D.C.) (Klick
and Tabarrok 2005). D.C., however, has a few unique
characteristics that suggest this finding might be an
overestimate when trying to generalize to other
populations. For example, the majority of the crime
reduction found in this study occurred in the police
district that includes the National Mall. Despite
controlling for the effects of tourism, police presence
on the National Mall increases more than in other areas
of the city during orange alerts, in part because of the
federal law enforcement presence in addition to city
police. The closed circuit television system on the Mall
is also activated when the city is at orange alert,

Theotetically, a situation could occur in other cities
in which no significant reduction of crime happens.
For example, if a city decided to save the costs of
police ovettime, it might choose to relocate police
officets already on duty to protect specific areas, rather
than extending shifts and increasing the police presence
across the city. If this situation occurred, there would
be a transfer in crime location instead of a reduction
of crime. For these reasons, a mean of 7.5 percent
ctime reduction will be used to estimate this impact.
‘The sensitivity analysis will evaluate a range of burglary
and motor vehicle theft rate reductions from zero to
15 percent.

According to the Uniform Crime Report, 22,854
butglaties and motor vehicle thefts occurred in San
Francisco and Oakland during 2003 (FBI 2004). This
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aggregate figure translates to an average of 63 burglaries
ot motor vehicle thefts per day. Again using the median
terrot alert of 20 days, a 7.5 petcent reduction in these
street ctimes during the average orange alert would
result in the prevention of 92 crimes. Some estimates
suggest that the shadow price of an individual burglary
is $16,200 (in 1999 dollars) (Boardman, et al. 2001),1
After accounting for inflation, preventing 92 burglaries
or motor vehicle thefts will tesult in $1,638,412 in
benefits for the cites. Table A-6 (see Appendix) displays
the calculations necessary to obtain this estimate.

Unmeasured Costs and Benefits

In most analyses, some costs and benefits are not
measurable. Costs and benefits might not be
measutable because the data are not available or because
the item is not quantifiable. In this analysis, at least
four ateas of costs are not measured: increased wait
times on highways, increased security for private
industry, decreased tourism, and ctisis fatigue. Likewise,
the additional benefit of potentially capturing terrosists
is not measured. When costs or benefits cannot be
quantified or monetized, the decision-maker can still
consider the effects in a qualitative manner and estimate
their impact on the results. If the impact of the
unmeasured costs and benefits is considered large
enough to shift the sign of the net present value, the
analyst may wish to determine proxy values for the
unmeasured impacts.

DETERMINING NET PRESENT

VALUE

As previously discussed, both the benefits and costs
of increasing the HSAS level from vellow to orange
occur over a relatively short period of time. Therefore,
discounting the impacts to adjust for the time value of
money is unnecessary. However, an expected value
analysis is required because of the uncertainty that the
policy change will prevent a terrorist attack. The set
of contingencies possible when considering raising the
HSAS alert level are displayed in Table 3, along with
an indication of when costs and benefits would be
realized. To calculate the NPV, the analyst must
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determine the probability of a tetrorist attack. Once
this probability is estimated, an expected value analysis
can be used to calculate the NPV.

of terrorists to adapt makes determining the probability
of their actions difficult.

Posner suggests “inverse cost-benefit analysis” as
an alternative to determining the probability of
catastrophic events. This procedure determines the
probability of a terrorist attack (P) by dividing the

Table 3: Possible Contingencies - When Benefits and Costs are Realized

Daoes terrorist attack occur?

No

Was an Actual Attack Preempted?

No

Yes Yes

Status quo — no
additional costs and no

No costs of raising the
alert level, benefits are

No costs of raising threat
level, and benefits ate not

reduction in crime

No | 4ditional benefits realized but attributable  |realized
Is terror to other policies '
alert level Cost of raising alert level |Costs of raising alert level]Cost of raising the threat
raised? incurred but the only incutred and benefits are |level compounded by
Yes [benefits realized are from |{realized benefits that are not

realized

Determining the Probability of a Terrorist
Attack: Inverse Cost-Benefit Analysis

Whereas the probability of a naturally occurring
catastrophe, such as a hurricane or tsunami, can be
estimated using scientific knowledge and historical
trends, the probability of a terrorist attack cannot be
estimated, Richard Posner explains “[i]t is not only that
tetrotists are sectetive as to plans and capabilities, but
also that they — or at least the ones that have vague
and encompassing aims ~— have such a wide range of
potential means and targets to choose among, and if
suicidal, cannot be deterred” (Posner 2004, 174). The
human element of terrorist activity makes deterrence
extremely difficult. While hurricanes might veer from
the anticipated path because of changing ocean currents,
it is nearly impossible for a hurricane to change its
course as a result of human countermeasures.
Terrorists, however, are largely driven by human rather
than physical phenomena; they react to human
countermeasures and adapt appropriately. This ability

amount the government is spending to prevent a
particular type of attack (C) by the anticipated social
losses of the terrotist attack actually occurring (L), This
formula results in an implied or subjective probability
of the terrotist attack. Therefore, if C and L can be
estimated, P can be calculated using the formula for
expected cost (C = PL). For example, if $1 billion is
spent to avert an attack that will create $100 billion in
losses, the subjective probability of such an attack
occurring is P = C/L = $1 billion/$100 billion = .01
or one percent (Posner 2004).

This method has several weaknesses. First, using
government budgets to determine probabilities relies
on the subjective opinions of policymakers. Behavioral
psychological theoties suggest that in the wake of the
September 11% attacks, individuals are prone to
overestimate the likelihood of another attack and
decision-makers ate likely to divert resources towards
preventing an attack even if the magnitude of risk
does not watrant the actions (Sunstein 2003), Therefore,
analysts should use government budgets with caution
when estimating the probability of an attack, as this
technique could result in an overestimation. Another
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concern with using this method of arriving at the
subjective probability is that it assumes one dollar spent
on prevention equals one dollar of reduced risk.
However, without information on the marginal costs
and marginal benefits of terrorism prevention, using
total costs and total anticipated losses is the best proxy
measure available. Although the inverse cost-benefit
analysis method is imperfect, it provides a more realistic
method for estimating the probability of an attack
than other methods, which are open to manipulation
by the terrorists themselves or are the result of
inaccurate assessments of risk by the insurance
industry.!!

Implementing the Inverse Cost-Benefit
Analysis Method

In the specific case of San Francisco, since the cost
of a successful terrorist attack is $12.2 billion and the
total estimated monetary cost of going to an elevated
alert level is $23.1 million, the resulting subjective
probability of an attack is .0019. The implication of
this estinate is that, in the case of San Francisco, going
to an orange alert level would be a socially efficient use
of scarce resources if this action reduced the probability
of a terrotist attack to approximately 2 in 1000.
Interestingly, this estimate is of the same order of
magnitude as the implied probability that would make
current expenditures devoted to reducing the probability
of a 9/11-type attack in New Yotk City just equal to
expected benefits.

Calculating the Net Present Value

NPV is calculated by subtracting the present value
of the costs from the present value of the benefits of
implementing the policy — in this case raising the HSAS
level from yellow to orange in San Francisco. As
previously mentioned, no discounting is necessaty, but
the expected value analysis does complicate this
procedure. The following formula is used to calculate
the NPV:

NPV = (p(A) + B)-C
In this formula, p is the probability of an attack
occurting, A is the cost avoided if a terrotist attack is
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prevented, B is the value of other benefits that are not
contingent on preventing a terrorist attack, and C is
the value of the costs associated with raising the alett.
Calculating the expected values of the costs or the
reduction of ctime is unnecessary because these impacts
are not contingent on the probability of a terrorist
attack; if the alert level is raised, those impacts will be
realized. Using the data discussed above and displayed
in Table A-7 in the Appendix, the NPV was
determined to be approximately $1.7 million. This
result indicates that if the estimates are cotrect, local
policymakers should raise the alert level because the
benefits outweigh the costs by $1.7 million. However,
before making a final decision, policymakers should
conduct a sensitivity analysis.

SENSITIVITY ANALYSIS

Since the NPV is based on estimates of variables,
running a sensitivity analysis of the variables in which
there is the greatest amount of uncertainty provides
useful insights about the reliability of the NPV.
Typically, a sensitivity analysis attempts to control for
uncertainty by using the most plausible estimates of
unknown quantities, known as a base case. If the sign
of the NPV does not change when a range of
reasonable assumptions is considered for uncertain
values, the analysis is considered robust and greater
confidence can be held in the results (Boardman et
al. 2001).

A Monte Carlo Sensitivity Analysis was completed
with the assistance of Crystal Ball, a software program
designed for completing this type of analysis.
Boatdman et al. 2001 describe a Monte Carlo analysis
as “playing games of chance many times to elicit a
distribution of outcomes” (Boardman et al. 2001,
173). When conducting a Monte Carlo analysis, one
must first determine the most likely probability
distributions for the variables in the analysis. Next, a
random draw from the distribution of each variable
is taken to arrive at a set of values for computing net
benefits, Finally, the random draw is repeated many
times to generate a large number of estimated net
benefits. The larger the number of random draws,
the more likely the result will be an accurate
representation of the actual net benefits (Boardman
et al. 2001).
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Assumptions of the Sensitivity

Analysis

The Monte Carlo analysis requites the identification
of the uncertain variables. In' this analysis, those
variables are the net costs of waiting time at airports,
the net benefits of preventing a terrorist attack, and
the net benefits from the reduction in crime.”® While
the probability of a terrorist attack is also uncertain,
this variable will be held constant during the Monte
Carlo analysis. Instead, this uncertainty was controlled
for by running the Monte Catlo analysis with four fixed
probabilities of a terrorist attack occurring, This analysis
assesses the costs and benefits of raising the alert level
when the probability of an attack is known. The four
probabilities were selected around the “break even”
case of .0019, which was determined by the inverse
cost benefit analysis above. Table A-8 in the Appendix
summarizes the variable assumptions in the analysis.

Value of waiting time at airports

The distribution of this variable is assumed to be
triangular. A triangular probability distribution is a faitly
simple disttibution, which takes into account the most
likely value of the distribution, along with a maximum
and minimum value. Although the analysis assumes
that most individuals will heed directives to arrive at
the airport a half an hour earlier than they would have
had HSAS been at yellow, some individuals will
probably ignore this advice and will not have any
additional waiting time. However, other individuals
will end up waiting longer than a half an hour. When
lines at secutity checkpoints get long, airport personnel
typically begin removing people with imminent
departures from the line. Given that most aitlines
terminate the boarding of aircraft ten minutes before
flight time, the analysis assumes that the maximum
amount of additional time an individual could be
waiting at the airport because of an orange alert is forty
minutes. This slightly positively skewed disttibution is
displayed in Figure 1 (see Appendix).

Value of preventing a terrorist attack

For the purpose of the sensitivity analysis, the
distribution of this variable was assumed to be
triangular, with a minimum value of $7.9 billion and a

maxitmum value of $15.4 billion, centered around the
baseline value used in the analysis of $12.2 billion, The
GAO review of reports analyzing the impact of
September 11" on New York City included impacts as
low as $54 billion and as high as $105 billion (GAO
2002). The same per capita scaling applied to the base
case was applied to these minimum and maximum
values to establish the range of possible benefits from
preventing an attack in San Francisco. The triangular
distribution was chosen because it provides a
continuous distribution and is an approximation of a
random variable with an unknown distribution, These
assumptions lead to a distribution that is slightly
positively skewed. Figure 1 also displays the distribution
with these assumptions (see Appendix).

Reduction in crime

The analysis assumes that this variable has a
uniform distribution. A uniform probability
distribution is a simple distribution that only requires
a minimum and maximum value and assumes that all
values in between the two values are just as likely to
occur. This distribution was chosen because there is
no theoretical reason to believe that any one value has
a higher probability of being correct than any other
value. As noted above, information on the actual
reduction of crime duting orange alerts is limited, The
15 percent reduction established in the one available
study is assumed to be an upper bound of this impact.
The analysis also assumes that a reduction in crime
might not occur. Figure 1 in the Appendix shows this
distribution, as well.

Results of Sensitivity Analysis

Two thousand cases were run for each of the four
different probability levels: p = .001, p = .0015,
p =.002, and p = .003. Figure 2 displays histograms
of the realized benefits (see Appendix). The analysis
of 2000 cases was conducted to achieve at least a 95
percent confidence level in the results. The analysis
shows that if the probability of thwarting a terrorist
attack was 1 in 1000, the mean simulated net benefit is
-$8.1 million with a six percent chance that the
simulated benefits are positive. In other words, when
the probability of a successful terrorist attack was 1 in
1000, rather than .0019 as assumed in the base case,
the costs of raising the alert level would outweigh the
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benefits by $8.1 million. Since the analysis shows that
the lower probability level would only yield a net
increase in benefits six petcent of the time, raising the
alert level would not be recommended. Similatly, if the
probability of preventing an attack was 1.5 in 1000,
the mean simulated net benefit is -$2.1 million, Once
the probability of a tetrorist attack increases to 2 in
1000 (the approximation of the base case), the
simulated mean net benefits increases to a positive $3.8
million and the chance that the net benefits would be
positive reaches 73.6 percent. If the probability of a
successful tertorist attack increases to 3 in 1000, the
mean net benefit equals $15.7 million and there is a 99
petcent chance that the net benefits will be positive,
Table A-9 in the Appendix displays these results.

CONCLUSION

A city’s decision to increase its HSAS alert level
from yellow to orange requires the weighing of costs
and benefits. For the city, costs include the price of
increasing a security presence in areas of critical
locations. The San Francisco and Oakland city
governments’ costs for increasing the alert level were
determined to be approximately $9.6 million for the
average alert time petiod of 20 days. The cost of
increased waiting time at airports was estimated as
$13.5 million. Other social costs that were not measured
include private industry costs for securing their facilities,
increased wait time at highway checkpoints, and any
possible decrease in tourism.,

The primary benefit from a city’s decision to raise
the alert level is the possibility of preventing a terrorist
attack. Based on a scaled down simulation of the
economic impacts of September 11" on New York
City, the potential benefits to San Francisco and
Oakland from preventing this type of attack would
be approximately $12.2 billion. However, because the
likelihood of a tetrorist attack is uncertain, an inverse
cost-benefit analysis was used to determine when
expected benefits would just equal the expected costs
of the elevated alert level, This inverse cost-benefit
analysis allows you to determine a “break even” case
when the probability of a terrorist attack is .0019. The
analysis estimated that the cities would also obtain an
additional $1.7 million in benefits from the additional
security measures.
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Four Monte Carlo sensitivity analyses were run on
this base case varying the probability of a terrotist attack
from 1 in 1000 to 3 in 1000. The analysis determined
that positive net benefits would result from raising the
alertlevel 73.6 percent of the time when the probability
of a tetrotist attack is 2 in 1000, Given the uncertainties
involved in obtaining these estimates, a teasonable
inference from the analysis is that spending the resources
associated with going to an elevated alert level in San
Francisco represents a teasonably socially efficient use
of scarce resources especially if local decision-makers
choose to err on the side of caution.

For San Francisco and other cities, this analysis is
helpful in two important and distinct ways. First, it
provides an example to practitioners of how to
conduct a cost-benefit analysis when the actual benefits
and costs are contingent on the chance of an event
occurring and the probability of occurtence is
unknown., While cost-benefit analysis should not be
the sole decision tool for policymakers, this analysis
demonstrates how economic efficiency can be a
contributing factor in decision-making during times
of uncertainty. The federal government has not
exempted homeland security policies from regulatory
impact analysis and this type of analysis will likely be
conducted at the federal, state, and local level with
increasing frequency. For example, some federal grant
programs, such as the Hazard Mitigation Grant
Program administered by the Federal Emergency
Management Administration (FEMA), requite evidence
of cost-effectiveness when providing grant funds
(FEMA 2004).

Second, this analysis demonstrates the importance
of knowing the probability of a terrorist attack and
the likelihood of teducing that probability with any
given policy. In this example, the reduction of the
probability of a tetrorist attack from 3 in 1000 to 2 in
1000 could save San Francisco §11.8 million, Therefore,
city officials should continue to press the federal
government for specific information regarding the
credibility of the threats. Also, smallet cities, which are
typically considered at less of a risk for a terrorist attack,
might want to consider finding ways of pteparing for
a terrorist attack, rather than continuing to raise and
lower the city’s threat levels.

Since Hutricane Katrina, federal, state, and local
policymakers have begun to shift their focus from
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tetrorism preparedness to an all-hazards approach for
the next disaster. Whether preparing for terrorism,
hurricanes, or avian flu, this cost-benefit analysis
framework can help policymakers prepare for the
varied risks our cities face. As government officials
leatn more about these threats, cost-benefit analysis
will become an increasingly useful tool, helping
decision-makers cope with the complexities of
allocating scarce resources in times of great uncertainty.

NOTES

' Specifically, HSPD-3 states “[at] each Threat
Condition, Federal departments and agencies would
implement a corresponding set of “Protective
Measures” to further reduce vulnerability or increase
response capability duting a period of heightened alert.
... The Homeland Security Advisory System shall be
binding on the executive branch and suggested,
although voluntary, to other levels of governmentand
the private sectot” (U.S. President 2002, 394).

* Table A-2 in the appendix provides a list of dates
and reasons the HSAS was raised from yellow to
orange, along with the total and median number of
days the system was at orange.

# The author reported this observation as a result of
periodic monitoring of The Department of
Homeland Security website: http://www.dhs.gov/
dhspublic/display?theme=29. Note, the website has
been modified since these observations were made.

* In order to detetmine the impact of the City of San
Francisco’s decision to respond to the rise in the national
HSAS level from yeliow to orange, Oakland, California
was included in the analysis. The two cities are connected
by the San Francisco-Oakland Bay Bridge and many
citizens wotk or travel to the othet city. For
simplification of analysis, an assumption was made
that if San Francisco opts to activate a tesponse,
Oakland will do so as well.

’ Expected value analysis allows for the analyst to
account for the probability of an event occurting in
the analysis by multiplying the value of the cost or

benefit times the probability of the event occurring,
So for example, if you earned a dollar if the flip of a
coin resulted in a heads, then the expected value of the
flip would be fifty cents ($1.00)(probability = .5) =
$.50.

¢ The US. Conference of Mayors figures were
collected as the nation was going to wat in Iraq.
Therefore these figures are attributed to the additional
security costs due to the raised terror alert level and
the war in Iraq.

7 All airports fall under the jurisdiction of the
Transportation Security Administration and are
therefore required to initiate additional security
procedures when the national HSAS is raised.
Therefore, the actual costs of additional security
personnel are not included as the federal government

provides these services and does not have standing in

this analysis. While the federal government dees not
have standing, San Francisco travelers do. Therefore,
assuming that San Francisco would only taise its alert
level in conjunction with the federal government raising
the national level, the waiting time of those departing
from SFO were considered.

* In making this determination, GAO compared each
study’s methods and assumptions to standard
economic analysis, specifically examining the extent to
which each study accounted for the following, among
other things: 1) major categories of short-run and long-
run losses; 2) included only the cost required to rebuild
or restore propetty to pre-attack levels; 3) avoided
double counting losses; and 4) included a baseline to
control for the economic slowdown underway before

the attack (GAO 2002).

? The New York City Partnership study valued life at
$2 million (32 million * 5000 lives = $10 billion). In a
recent study Viscusi and Aldy determined that “the
value of a statistical life for prime-aged workers has a
median value of about $7 million in the United States”
(New York City Partnership and Chamber of
Commerce 2003, 68). Using this figure, the estimated
cost of lives lost during the attack in New York City
should be closer to $19.5 billion ($7 million * approx.
2,750 lives lost). Therefore, the net impact of these
estimations could be an underestimate.

10 Shadow pticing is a generally accepted technique to
determine benefits and costs when the social value of
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a good cannot be determined accurately from observed
prices, or when the observed prices do not exist.

' Other methods of estimating the probability of a
terrotist attack include using information markets or
the insurance industry for estimating risk. See Posner
(2004) for further information on these methods and
their weaknesses,

12 Specifically, it has been estimated that a repeat of
the Sept. 11" attack in New York City would cost
$86.2 billion, and estimated government expenditures
needed to avert a repeat disaster have been estimated
to be $137.6 million. The reduction in the probability
of attack that equates cost with benefit in this case is
.0016.

1 Although thete is undoubtedly some uncertainty in
the value of costs borne by San Francisco and Oakland
to provide an increased security presence, no
information on the range of that value or indications
about the shape of the distribution were available.
Therefore, this figure was not vatied in the sensitivity
analysis.
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APPENDIX

Table A-1: Homeland Security Advisory System Threat Levels

Risk of Terrorist

Threat Level Atack

Protective Measures

Green
Low

* Refine preplanned protective measures

* Ensure personnel trained on HSAS and preplanned protective
measures .

* Institutionalize a process for assuring all facilities are assessed for
vulnerabilities and measures are taken to mitigate these
vulnerabilities

Blue

Guarded General

* Check emergency response communications
* Review and update emergency tesponse procedures

* Provide information to public that would strengthen its ability to
react to an attack

Yellow

Elevated Significant

* Increase surveillance of critical locations

* Coordinate emergency plans with other federal, state and local
facilities

* Assess the threat and refine protective measures as necessary
* Implement contingency and emergency response plans

Orange High High

* Coordinate security efforts with federal, state and local law
enforcement agencies

* Take additional protective measures at public events or possibly

consider changing venues or canceling

* Prepare to execute contingency procedures, such as moving to an
alternate site or dispersing workforce

* Restrict facility access to essential personnel only

Red

Severe
Severe

* Increase or redirect personnel to address ctitical emergency needs

* Assign emergency response personnel and mobilize specially
trained teams

* Monitor, redirect, or constrain transportation systems
* Close public and government facilities

Source: Reese, S. 2005. Homeland Security Advisory System: Possible issues for congtessional

oversight.
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Table A-2: HSAS Threat Level Changes

Dates Days At Orange Reasons for Change

09/11/2002 - 13 Tertorist threat information based on debriefings of a senior al Qaeda
09/24/2002 operative
02/07/2003 - 20 Intelligence reports suggest al Qaeda attacks on apartment buildings, hotels
02/27/2003 & other soft targets
03/17/2003 - o5 Intelligence reports indicate al Qaeda would probably attempt to launch
04/11/2003 ) attacks against U.S, interests to defend Muslims & Iragi people

After bombings in Saudi Arabia & Morocco, U.S. intelligence believes al
05/20/2003 - » S . D :

10 Qdeda beginning operational phase worldwide, including attacks on the

05/30/2003 ) '

United States
12/21/2003 - _ ey o
01,/09,/2004 19 Increased terrorist communications indicating attacks
08/01/2004 - 08 Intelligence indicates al Qaeda planning attacks on financial institutions in
11/10/2004 NY, DC, and NJ, since before 9/11

After bombings in London, the Department of Homeland Secuxity raises the
07/07/2005 - . . . . . . .
08/12,/2005 36 alert for mass transit systems including regional and inter-city passenger tail,

subways and metropolitan bus systems in fear of a duplicate attack

Median Number of Days at Orange Alert = 20

Source: Reese, 8. (2005). Homeland Security Advisory System: Possible issues for congressional oversight.
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Table A-3: Transformation of Cost Figures

San Francisco's Reported Cost per Week a §2,600,000
Oakland's Estimated Cost per Week b £760,000
San Francisco Bay Area's Approximate Cost per Week c=atb $3,360,000
San Francisco Bay Area's Approximate Cost per Day d=¢/7 $480,000
Median Number of Days at Orange e 20
San Francisco Bay Area's Cost for Average Terror Alert f=d*e $9,600,000
Table A-4: Calculations to Determine Costs of Waiting Time at Airports
Total Passengers at SFO in 2004 a 32,247,746
Passengers Departing SFO per Day b = (a/2)/365 44,175
Increased Wait Time per Person (in Hours) ¢ 0.5
Increased Wait Time per Day (in Hours) d =Db* 22,087
Average Houtly Rate of Travel Time Saved (2000 Dollars) e $28.60
Cost of Additional Travel Time per Day f=dfe $631,702
Median Number of Days at Orange g 20
San Francisco's Cost for Average Terror Alert (2000 Dollars) h = f*g $12,634,048
San Francisco's Cost for Average Terror Alert (2003 Dollats) 1= h*1.068525 $13,499,797
Table A-5: Calculations of Estimated Benefits of Preventing a Terrorist
Attack in San Francisco or Oakland
Estimated Cost of 9/11 (2001 Dollats) a $83,000,000,000
2001 Population of NYC* b 8,067,993
Per Capita Cost of 9/11 c=a/b $10,288
2004 Combined Population of San Francisco and QOakland* d 1,142,206
Eistimated Benefits of Preventing a Future Attack in San Francisco = g $11,750,518,128

or Oakland 2001 Dollars)

Estimated Benefits of Preventing a Future Attack in San Francisco £ = e¥1.0389¢6
or Oxakland {2003 Dollars)

$12,208,330,064

*Population Data for NYC, San Francisco and Oakland were obtained from the U.S. Census Bureau.
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Table A-6: Calculations for Estimated Benefits from Crime Reduction

City of San Francisco

Number of Burglaries a 5,784

Number of Motor Vehicle Thefts ' b 6,991

Total Burglaries and Auto Thefts c = a+bh ‘ 12,775
City of Oakland

Number of Burglaries d 4568

Number of Motor Vehicle Thefts e 5,511

Total Burglaties and Auto Thefts f=d+e 10,079
Total Burglaries and Auto Thefts . g=ct+f 22,854
Average Number of Butglaries and Auto Thefts per Day h = g/365 63
Median Number of Days per Orange Alert i 19.5
Estimated Number of Busglaties and Auto Thefts during Orange Alett j=h* 1221
Estimated Number of Burglaries and Auto Thefts Prevented le = j*.075 92
Cost Per Burglary (1999 dollats) 1 $16,200
Estimated Benefits from Crime Reduction (1999 Dollars) m = k¥ $1,483,475
Estimated Benefits from Crime Reduction (2003 Dollars) n = m*1,104442 $1,638,412

Table A-7: Net Present Value of Raising the Alert

Preventing a Terrorist Attack a $12,208,330,064
Probability of Terrorist Attack ' b 0.0019

Benefits Expected Value of Preventing an Attack c=a*b $23,195,827
Reduction in Ctime d $1,638,412

Total Benefits e=ct+d $24,834,239

Costs  Increased Security Presence f $9,600,000 .

Increased Waiting at Airports g $13,499,797

Total Costs h=f+g v $23,099,797

Net Present Value i=eh $1,734,443

Table A-8: Assumptions in Sensitivity Analysis
Base Case Minimums Maximums Disttibutions
Waiting Time at Airports $13,499,797 %0 $22,406,377 Triangular

Preventing a Terrorist Attack $12,208,330,064  §7,942,768,958 $15,444,272,973 Triangular
Reduction in Crime $1,638,412 $0 $3,276,824 Uniform
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Figure 1: Assumed Probability Distributions for Variables in

Sensitivity Analysis

Figure 2: Realized Net Benefits Given the Probability of a Terrorist Attack

1in 1000 1.5 in 1000

2 in 1000 3 in 1000




From Yellow to Orange: Using Cost-Benefit Analysis to Inform Local Homeland Security Decision-Making 59

Table A-9: Simulated Net Benefits Conditional on Assumed Probabilities

Probability Level Simulated Net Benefits Chance Simulated Net Benefits are Positive
0.001 -$8,065,896 6.06%
0.0015 -$2,133,207 34.47%
0.002 $3,800,132 73.60%

0.003 _ $15,664,791 ' 99.33%




